Virtualization and
Security

version 1.1

Internet Research Group
September 2007

About The Internet Research Group
WwWWw.irg-intl.com

The Internet Research Group (IRG) provides market research and
market strategy services to product and service vendors. IRG services
combine the formidable and unique experience and perspective of the
two principals: John Katsaros and Peter Christy, each an experienced
industry veteran. The overarching mission of IRG is to help clients
make faster and better decisions about product strategy, market entry,
and market development. Katsaros and Christy recently published a
book on high tech business strategy Getting It Right the First Time —
Praeger, 2005 www.gettingitrightthefirsttime.com.

© 2007 Internet Research Group — provided to clients under license


http://www.irg-intl.com/
http://www.gettingitrightthefirsttime.com/




IRG 2007: Virtualization and Security (v1.1) page i

Table of Contents

S [ 1o o [ [ox o] o HO TSP PR PRPOPRRTRI 1
2. HOW VMWAIE VIEBWS SECUIMLY ...eeeutreieeiitiiieeitiee e e ittt e e sttt e ettt e st e e s sbbe e e e sbbe e e e sbbeeeesbneeeeanes 2
3. Virtualization and SECUItY: BASICS?.....c.uuuiiiiiee i e s st e e e e s s s srere e e e e e e e s rae e e e e e s e nnnes 2
4. The Security Issues that Virtualization Brings ...........cooueeiiiiiiii e 3
5. The Near-Term: Making Existing Security Systems WOorK.........cccccooveciuvvieieeeeiiiiciiiieeee e 4
6.  The Longer-Term Impact of Virtualization 0N SECUIItY ..........ccovviiiiiiiiiieiniie e 5
7.  Data Center Storage, Security and VirtualiZation ................eeveveiriiieieeeiereeeieeeierererereresenerene. 6
8.  The Security Opportunities in VIirtualiZation ... 6
L1 01 0 1 =1 Y SO PUPPPUPPPPN 8

© 2007 Internet Research Group — provided to clients under license



