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Abstract

Regulation is a part of business, regardless of company size, industry or
geography. And for the most part, the larger the enterprise, the larger the
potential for non-compliance risk. Non-compliance can mean a number of
things — sanctions, fines, legal action, market value impact — and in many cases,
the cost of remediation may exceed the perceived cost of prevention. The
purpose of this study is to understand the impact of IT Audit as it supports
compliance — from both a cost and management perspective.

Currently, there is little information available on the financial, personnel, and
human resource impact of IT Audits. To gain insight on the burdens of IT Audit,
BrightTalk surveyed approximately 400 IT audit-related professionals in fifteen
countries in North America and Europe. The survey questions focused on the
costs, resource impact and perceived efficacy of IT Audit efforts.

The titles of survey respondents include Chief Risk Officer, CIO, CISO,
Director of Global Security Compliance, Principle IT Auditor and VP, IT Risk
Management. The countries covered in the survey included the US, Canada,
Austria, Belgium, Denmark, Germany, Greece, Hungary, Italy, Netherlands,
Poland, Portugal, Spain, Sweden and the UK.

The results are supportive of the McAfee term “audit fatigue” — that unmanaged
IT Audit efforts within regulated organizations have a negative business impact
on IT resources and reduce IT efficiency. However, respondents are by and large
aware of and interested in tools to automate audit processes and controls as a
means of overcoming audit fatigue and freeing up IT budget and resources for
innovation rather than compliance.

Key Findings: The Parameters of Audit Fatigue
The survey results reveal three key parameters of audit fatigue:

e Compliance impact is increasing, resulting in high audit frequency
and number: As can be expected, larger organizations must satisfy a
number of IT audits. Small to mid-sized enterprises (SMB’s) are also
subject to an increased level of compliance requirements — resulting in
higher than expected IT audit engagements. Given the lack of
consistent IT standards across industries and geographies for both audit
criteria and reporting, compliance efforts — i.e., IT audit and
remediation — are largely manual.

e Audit costs are unmanaged, resulting in increased cost: Many

© 2008 Internet Research Group — all rights reserved



IRG 2008: IT Audit Survey — Risk and Compliance Insights: Audit Effectiveness

respondents conduct audits on an ad-hoc basis rather than as a
scheduled effort of an enterprise risk-management program. Given the
inability to forecast audit and remediation spending, budgetary control
is lost — exacerbating the perceived impact of compliance efforts.

e Lack of controls automation, limited process maturity: Audit
fatigue can be attributed to lack of controls automation and unmanaged
IT Audit processes. Limited controls maturity — i.e., repeatable and
sustainable controls enforcement and audit processes — constrains IT
innovation due to uncontrolled costs associated with IT Audit and issue
remediation.

Background

A decade ago, organizations paid little attention to compliance. Today, the story
is very different as the result of two important drivers. First, modern companies
are nearly completely dependent on IT services for their operations. Compared
to the mid-1990’s, when computing had only partially penetrated business,
almost everything that a business does today is dependent on its computing
infrastructure, which has greatly complicated the process of developing and
running the controls that are the atomic unit of any audit.

Second, the regulatory environment has changed. Companies must comply with
an increasing number of government and industry-driven regulations, and this
compliance almost always involves an organization’s information systems. IT
organizations now devote an appreciable fraction of their budget to putting
processes and systems in place to help auditors assess the degree to which an
organization is in regulatory compliance, and thus its exposure to certain risk.

The table below lists a few of the more important regulations. The sources of
these regulations include the US federal and state governments, industry
associations, and international governance bodies.
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Regulation

Description

Sarbanes-Oxley Act (SOX)

The US legislation to establish standards for
all US public company boards, management
and public accounting firms with the goal of
improving fiscal accountability.

Health Insurance Portability &
Accountability Act (HIPAA)

HIPAA, a regulation meant to establish
national standards for electronic health care
transactions and national identifiers for
providers, health insurance plans, and
employers includes legislation governing the
security and privacy of health data.

Payment Card Industry Data
Security Standard (PCI DSS)

The PCl DSS security standard includes
requirements for security management,
policies, procedures, network architecture,
software design and other critical protective
measures. PCIl is intended to help
organizations proactively protect customer
account data. Failure to comply with PCI
may raise an organization’s credit card fee
structure or remove its ability to take credit
card payments.

International Traffic in Arms

Regulations (ITAR)

The US ITAR regulations govern the import
and export of defense-related material,
information and services on the US
munitions list.

Basel 11

Issued by the Basel Committee on Banking
Supervision, the Basel Il accords (2004) is
an international banking regulation standard
intended to govern the amount of capital
banks need to put aside to guard against
financial and operational risks.

EU Data Privacy Directive

The European Union’s Directive on the
protection and movement of personal data.
All EU member states adopted legislation
pursuant to this directive or adapted their
existing laws.

Japan PrivacyMark System

Established in April 1998, the PrivacyMark
is granted to private enterprises that adopt
sufficient measures to properly protect
personal data.
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These regulations can rapidly add up to a tremendous burden for IT and audit
professionals. It is not uncommon for a large, international public company to
be faced with more than forty different regulations, each requiring a different
and often overlapping set of controls, and a different audit methodology. The
result is an increasing number of both scheduled and ad hoc audits. The
dependence of operations on an organization’s computer and network
infrastructure means that regulatory audits ultimately have a heavy impact on
the IT budget.

Survey Methodology

To date, there have been only a few attempts to characterize the pain points
involved with IT compliance audits. To gain greater insight into the burdens
imposed by compliance audits, we conducted a research poll in July, 2008, to
answer five important questions about IT audits.

1. What are the economic consequences of IT audits?

2. How automated are IT audit processes?

3. To what degree is testing of audit controls automated?

4. Are IT groups searching for new tools to support audit processes?
5. Are small and medium businesses also burdened by IT audits?

Respondents were drawn from IT security and audit executives who registered
for online conferences on governance, risk, and compliance. Attendees of these
online events were asked to complete a short ten-question web-based
questionnaire to qualify and quantify the costs, manpower requirements,
frequency and efficacy of IT audits. A total of 389 IT security and audit
executives from 15 countries completed surveys. The chart below shows the
cross section of job levels of survey respondents.
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Job Level

u C-level/Member of the Board

® Consultant

® Manager/Supervisor/Team Leader
m Speciahst/Auditor/Engineer/Other

m VP/Director

This report summarizes the results of this survey and presents the Internet
Research Group’s executive discussion of the meaning of these statistics.

Lack of IT Audit Automation Tools

One of the greatest challenges facing IT in both large and small organizations is
the heavy reliance on manual processes to execute IT audits. Without
automation, IT cannot develop and implement repeatable, sustainable processes
and therefore are subject to human error. Additionally, much of the business
software in use today does not provide adequate tools and reporting to meet
auditor needs. While many of the respondents reported that their audit processes
are primarily manual, an additional group reported that they are using
spreadsheets as an IT audit organizing tool, which also is a manual process. This
lack of automated tools is indicative of inefficient processes—processes that
need to be repeatable to decrease the amount of time spent on audits.
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What type of, if any, automated tools does
your organization use to prepare its reports?

We use an automated workflow system h

We use a compliance /governance '
technology platform

We predominantly use spreadsheets to
collect and organize our audit.., -

Combination of the tools listed above.

0% 20% 40% 60%
@ less than 5000 employees m more than 5000 employees

Compounding the resource drain imposed by these labor-intensive manual
processes is the fact that the majority of IT audit controls—the elements that are
used to test processes—are also primarily manual for organizations of all sizes.
This fact will be further illustrated when we look at the ad-hoc nature of audits
and the lack of audit spending controls.

What percentage of controlsis automated in

your environment?
S50%
40%
30% -
20% -~
0%
Less than 10% 10%to 25% 26% to 50% More than 50%

m more than 5000 employees @ less than 5000 employees

Consequently, collecting accurate, timely data is a protracted effort.
Automating the majority of controls is critical for improving the productivity of
the audit process, especially since regulations such as SOX encourage
continuous internal controls monitoring. There is a significant opportunity for
organizations to reduce the impact of IT audits by using automated tools to help
build repeatable, sustainable processes. Automated processes and controls also
involve significantly less risk than manual processes, and therefore deliver
higher audit data integrity.
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The study found:

e  More than half (51%) of large organizations either use no tool at all or
use spreadsheets.

e  More than two-thirds (69%) of smaller companies either use no tool at
all or use spreadsheets.

o Fifty-seven percent of large companies and 73% of smaller companies
have automated less than 25% of their IT audit controls.

e Less than 20% of all respondents surveyed have more than 50% of
their controls automated.

Overall, the survey results indicate that few organizations have developed an
organization-wide methodology for establishing audit controls and fulfilling 1T
audit requirements.

An Abundance of Audits

As government regulations change, business processes evolve, and operations
becomes increasingly globalized; organizations face growing IT audit
responsibilities and an increasing number of IT-related audits.

How many Federal, State, International or
Commercial regulations are you required to
report against in one year?

‘--___-_

Less than 10 10to 25 to 50 51to 75 76t0 100

105%

® more than 5000 employees  ® less than 5000 employees

Although the majority of respondents manage the audits required for less than
ten regulations annually, for organizations with less than 5000 employees, 22%
must manage over 10 regulations annually. This is especially costly and time-
consuming for smaller organizations due to lack of dedicated resources, and can
result in significant unexpected expenses. Fifty-one percent of large enterprises
(5000+) have over 10 regulations and standards with which they must comply,
and surprisingly 15% report that they are managing more than 75 regulatory
requirements annually.

Compounding audit fatigue is the fact that there is little or no standardization of
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these IT audit processes. This makes it difficult for an organization to leverage
work efforts across different compliance processes — each audit is a custom
work effort.

What is the typical length of an audit
engagement?
70%
60%
50%
40%

30%
20%
] L
0% [ -

Lessthanone Onetotwo Months Twotothree More than three
month Months months

B more than 5000 employees  ® less than 5000 employees

In addition to the number of audits and their frequency, the time it takes to
complete an audit is a factor in audit fatigue. While most audits are less than
one month, about one-third of respondents cited between 1-2 months as the
typical length for audits. More than 60% of large company respondents report
that the typical length of an audit is longer than a month, with over 25%
reporting a duration in excess of two months.

Out of Control: Ad-Hoc Audits

The task of budgeting and forecasting resource utilization for IT Audits is
complicated by the fact that many audits are conducted on an ad-hoc basis. The
impact on IT budgets and IT’s loss of control over audit processes means that
other key IT projects will fall victim to IT Audits expense creep. In addition,
many new regulations call for continuous internal controls monitoring, in which
case, the audit process becomes continuous.

How often are audits conducted?
50%
40%

30% -
20%
Oo'u ¥ T

Ad-hoc Quarterly Semi-annual Annual

m more than 5000 employees W less than S000 employees
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The study found:

e Overall, almost one-quarter of respondents cannot forecast audits due
to their ad-hoc nature: almost one-third of smaller organizations and
more than one-fifth of larger organizations.

e  Sixty-eight percent of large organizations report that audits are either
ad-hoc or are conducted more than once a year.

Looking for IT Audit Automation Tools

To get relief from audit fatigue, organizations are seeking to automate their audit
processes, often by acquiring new automation tools. Almost half (49%) of large
organizations and a slightly larger percentage (52%) of small organizations are
investigating automation tools to improve their audit processes.

Are you investigating additional automation
tools for improving your IT Audit processes?

40%
35% -
30%
25%
20%
15%

5%

0% —

No-we have Wedouse Yes - in the next 12 Yes - not sure when
sufficient tools in  automation tools months
place for performing our
IT Audits
® more than 5000 employees B less than 5000 employees

ITAuditCosts: The Sky’'s the Li

The cost of IT audit-related process is high and is likely to rise further. Various
experts have reported that a significant percentage of the IT budget is being
spent satisfying the needs of regulatory compliance, an assertion that this study
supports. With smaller organizations, more than one in five spend more than
$500K per year. More than half of larger organizations spend over $500K per
year. Thirty-nine percent of larger organizations spend more than one million
dollars on their audit processes annually, and a surprisingly large percentage
(11%) is spending more than $10M each year to satisfy compliance reporting.
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Can you estimate the annual cost of spend in
compliance auditing?

90%
80%

70%
60%
50%
40%
30% -
o B = =

Under S500K S500KtoS1IM  S1MtoSSM S5MtoS10M  Greater than
S10M

& more than 5000 employees  ® less than 5000 employees

Not surprisingly, organizations of all sizes are forced to utilize outside
consultants to help fulfill unpredictable regulatory requirements. It’s not
uncommon for large organizations to be spending in excess of a million dollars
annually for external consultant support of IT audit processes. In addition, IT
Audits often require time from individuals dedicated to other activities, further
disrupting operations.

If your organization engages external
consultants to help with IT audit, what is the
price range for leveraging external

consultants?

50%

40% |

30%

20%

10% +

o | - .. B _

Under $250K 5250K to $500K $501Kto S1IM Above S1M
o more than 5000 employees m less than 5000 employees

Although 50% of large companies report having less than ten employees
involved in the IT audit team, the amount of manpower dedicated to IT audit
processes can be significant. One in five organizations in companies with over
5,000 employees have over forty staff dedicated to IT audits. This is reflective
of a lack of automated IT audit controls and processes, and is doubtless
contributing greatly to the high cost of IT audits.
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How many headcountin your IT department
are utilized towards preparing for internal and
external audits?

90%

80%
70% -+
60%
50% -
40%
30%

20% -
0';:', | L L _ e— :
100r less 11to 20 21-30 31-40 40+

B more than 5000 employees  less than 5000 employees

Risk Reduction: Much Ado About Nothing?

Overall, IT security and audit professionals feel that the regulatory process has
not resulted in significant risk reduction. While “risk posture” is hard to
measure, it is surprising that less than 25% of the survey respondents felt that
their risk posture has improved significantly, despite the funds and human
resources that are spent fulfilling compliance requirements.

Overall, do you feel risk has reduced over time through
regulatory compliance?
Risk posture has not
improved

Risk posture has
mproved minimally

Risk posture has

mproved moderately
Risk posture has

improved significantly

0% 17% 15%

W
*~

® |ess than 5000 employees m more than 5000 employees
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Conclusion

Overall, the survey reveals that organizations both large and small are
challenged by the burdens imposed by regulation and the audits required to
assure compliance with them, leading to a condition McAfee terms “audit
fatigue.” While the impact of this proliferation is greater for larger
organizations, in part because they are more likely to operate globally and thus
fall under more regulatory regimes, even small-to-medium businesses are
subject to an increasing number of regulations and the concomitant burden of
audits.

Because the operations of modern organizations are almost completely reliant on
their computing infrastructure, it is usually the IT department that feels the
greatest impact from regulation. Most organizations now have departments,
often within IT, devoted to regulatory compliance, and the survey indicates that
the staff count for these departments can be significant, especially for larger
organizations.

The burden imposed on IT organizations by regulatory compliance arises from
two primary sources: the number of audits, both scheduled and ad hoc, and the
lack of automated tools and controls. The interaction of these two factors works
to increase the cost and manpower requirements of audits, and their impact is
higher on smaller organizations due to their relative lack of dedicated resources.
But regardless of the size of the organization, resources consumed by IT audits
and the requisite development and testing of related controls are not available
for IT innovation, putting companies at risk of falling behind the demands of
their customers or business partners by impeding the development of new
business applications.

However, the study indicates that companies of all sizes are aware of the
potential benefits of automated tools for developing and testing audit processes
and controls. They recognize that without such automation, IT cannot develop
and implement repeatable, sustainable processes and an auditable platform with
which to process the lifeblood of any business — the valuable data that needs to
be managed with integrity without devoting an impractical level of financial and
human resources to the effort, and thus shortchanging IT’s fundamental raison
d 6 °: thertimely delivery of services that support business demands.
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